The Inevitability of Failure: The Flawed Assumption of

Security in Modern Computing Environments

Peter A. Loscocco, Stephen D. SmalRatrick A. Mukelbauer Ruth C. aylor,
S. &ff Turner, John F Farrell
tos@epohk.ncsc.mil
National Security Agenc

Abstract reality, operating system security mechanisms play a criti-

) cal role in supporting security at highewéés. This has
, .Although PUbI'C wareness (?f the nped for secu- been well understood for at least twentyefiyears
rity in compuu.ng systems IS gmng.rap|dly current [2][54][39], and continues to be rdafmed in the literature
efforts to p“y"?'e security are unlidy to succeed. [1][35]. Yet today debate in the research community as to
Current _secunty dbrts sufer from the . fla\/gd what role operating systems should play in secure systems
assqmp_tlon thf’it adeq.ua_te securrFy can bmqh_ed n persists [11]. The computer industry has not accepted the
apphcatlons with th'e>est|ng security mechanisms of critical role of the operating system to securig @i-
mainstream operating systems. In realing need for denced by the inadequacies of the basic protection mecha-

segure opgratmg systems is\gnog In ,tOdf”IyS com- . nisms preided by current mainstream operating systems.
puting ewnironment due to substantial increases in

connectvity and data sharing. The goal of this paper
is to motvate a reneed interest in secure operating
systems so that future securityoefs may liild on a
solid foundation. This paper identifiesveeal secure
operating system features which are lacking in main
stream operating systemsgaes that these features
are necessary to adequately protect general applic ~ The need for secure operating systems is especially
tion-space security mechanisms, andvjstes con- crucial in todays computing evironment. Substantial
crete @amples of ha current security solutions are increases in conneeify and data sharing ke increased
Critica”y dependent on these features. the risk to systems such thatea a careful and kmd-
Keywords: secure operating systems, mandatory Se_edgeable user running on a.si.ngle-user system is no Ionger
curity, trusted path, Java, Kerberos, IPSEC, SSL, siresafe from the threat of malicious code. Because the dis-
walls. tinction between data and code ianishing, malicious
. code may be introduced, without a conscious decision on

1 Introduction the part of a user to instakkecutable code, whewer data

Public avareness of the need for security in com-js imported into the systemoFexample, malicious code
puting systems is gwing as critical services are could be introduced with a i applet or by vieing
becoming increasingly dependent on interconnecteapparently benign data that, in actualigntains ecut-
computing systems. National infrastructure compo-able code [32][62]. More so thaves, secure operating
nents such as the electricvE, telecommunication systems are needed to protedciagt this threat.
apd transportation systems can no longer functio The goal of this paper is to madte a rened inter-
without netvorks of computers.[SO].. The aent of . est in secure operating systems. By consolidating a num-
the Vorld Wide V\k_:b has 93p_emal|y mpreased public ber of well-documentedxamples from the literature, it
conce_rn for secu_rltySecurlty is the primary concern argues that the threats posed by the modern computing
of businesses \./vhu.:h.amt t_o use the !nternlet for com- ervironment cannot be addressed without support from
merce and maintainingubiness relationships [24]. secure operating systems and, as stated in [8], that gn

The increasedveareness of the need for security security efort which ignores thisact can only result in a
has resulted in an increase dbefs to add security to  “fortress hiilt upon sand. Section 2 describes a set of
computing ewironments. Hwever, these dbrts suf-  secure operating system features which are typically lack-
fer from the flaved assumption that security can ade-ing in mainstream operating systemst lare crucial to

quately be preided in application space without information securityThe need for these features is high-
certain security features in the operating system. I

The necessity of operating system securityvterall
system security is undeniable; the underlying operating
system is responsible for protecting application-space
mechanisms ainst tampering, bypassing, and spoofing
attacks. If it &ils to meet this responsibiljtgystem-wide
vulnerabilities will result.



lighted in section 3, whichxamines hws application- role-based access control [22] and type enforcement
space access control and cryptogsaphnnot preide  [39][7][13].1

meaningful security without a secure operating system. | jkewise, as defined in [59], this paper uses a more
Section 4 preides concrete>@mples of hw security  general notion ofliscretionary securityin which a dis-
efforts rely on these operating system security featuregyetionary security policis considered to be arsecu-
Section 5 discusses the role of operating system securifiy nolicy where ordinary users may bevdived in the
with respect to eerall system security definition of the polig functions and/or the assignment
2 The Missing Link of security attrilites. Here discretionary security is not
This section identifies some features of secure Opeﬁs._znorymous with Id.emlw 'based aceess controlp G
ating systems which are necessary to protect applical- ©ay olther security polig; may be either mandatory
. : . . . or discretionary[58].
tion-space security mechanisms yet are lacking in
mainstream operating systems. ytierm the “missing An operating systers’ mandatory security polic
link” of security Although this section only deals with May be diided into seeral kinds of policies, such as an
features, it is important to note that features alone ar@CCess control polc an authentication usage pglic
inadequate. Assuranceviéence must be pwided to and a cryptographic usage pglid mandatory access
demonstrate that the features meet the desired systetntrol poliyy specifies hev subjects may access objects
security properties and to demonstrate that the featurédider the control of the operating system. A mandatory
are implemented correctiyAssurance is the ultimate authentication usage poficspecifies what authentica-
missing link; although approaches to yitng assur-  tion mechanisms must be used to authenticate a princi-

ance may be contversial, the importance of assurancePal to the system. A mandatory cryptographic usage
is undeniable. policy specifies what cryptographic mechanisms must

The list of features in this section is not intended tobe used to protect data. Additionallyarious sub-

be exhaustve; instead it is merely a small set of critical systems of the operating system mayehzheir ovn

features that demonstrate thelue of secure operating mechanism usage policies. These subsystem-specific
sage policies may be dependent on the cryptographic

ing systemsincluding discussions of assurance, can be'>29¢ poliy. For example, a netark usage polig for a

found in [25], [59] or [20]. Subsequent sectionguar Louter rtmgthtdspequ tlr;z;[égnzzgetzw_k t:amc SI.hOUId d
the necessity of these features by describirvg &opli- € protected using [4] in tunneling mode

. . : prior to being sent to arxernal netwrk. The selection
cation-space security mechanisms and current securi . .
. . . f a cryptographic algorithm for IPSEC ESP may be
efforts emplging them are vulnerable in their absence.

deferred to the cryptographic usage pplic

Mandatory security A secure system must pide a framwork for

The TCSEC [20] prades a narw definition of  gefining the operating systestrmandatory security pol-
mandatory securitywhich is tightly coupled to the ey and translating it to a form interpretable by the
multi-level  security polig of the Department of ngerlying mandatory security mechanisms of the oper-
Defense. This has become the commonly understoogting system. \thout such a frameork, there can be
definition for mandatory security{owever, this defini- g real confidence that the mandatory security mecha-

tion is insuficient to meet the needs of either the nisms will pravide the desired security properties.
Department of Defense or paite industry as it ignores

critical p roperties such as int_ransilj/ a_nd dynamic security may nonetheless farf from the presence of
separation of duty [12][22]. This paper instead uses thﬁigh bandwidth ceert channels. This is an issue when-

more general notion of mandatory security defined in

th t it id ith
[59], in which a mandatory security pglits considered ever' © .mgnda pry security pofids concerned wi
. . - confidentiality This should not, heever, be a reason to
to be ay security polig where the definition of the pol-

. ; . ) L ignore mandatory securitfEven with caert channels,
icy logic and the assignment of security atitéds is . . .
) i . . an operating system with basic mandatory controls
tightly controlled by a system security pgliadminis- . : . . . .

. ) o improves security by increasing the required sophistica-
trator Mandatory security can implemenganization-

wide security policies. Othersveareferred to this same

concept asion-discetionary securityin the contt of 1. Actually, long ago, the termon-discetionary contols
was used for multi-kel security as well [39].

An operating system which prioles mandatory




tion of the adersary Once systems with basic manda- ment enironment [48]. Br example both the
tory controls become mainstream, ved channel Sidevinder firavall and the DTE firwall use type
exploitation will become more common and public enforcement for confinement [6][12].

avareness of the need to addressecochannels in Although one could attempt to enforce a mandatory
computing systems will increase[57]. security polig through discretionary security mecha-
In ary system which supports mandatory security nisms, such mechanisms can not deferadres careless
some applications require specialvgges in the man- or malicious users. Since discretionary security mecha-
datory poliy in order to perform some security-ned@t  nisms place theusden for security on the inddual
function. Such applications are frequently called trustedisers, carelessness byame user at anpoint in time
applications because thare trusted to correctly per- may lead to a violation of the mandatory pglin con-
form some security-related function and becausg thetrast, mandatory security mechanisms limit thedien
are trusted to not misuse ygheges required in order to to the system security pojicadministratar With only
perform that function. If the mandatory security mecha-discretionary mechanisms, a malicious user with access
nisms of a secure operating system only support coarses sensitve data and applications may directly release
grained pwileges, then the security of theavall sys-  sensitve information in violation of the mandatory pol-
tem may deolve to the security of the trusted applica- icy. Although that same user may also be able to leak
tions on the system.oTreduce the dependgnmn  sensitve information in vays that do not wolve the
trusted applications, the mandatory security mechaeomputing system, the ability to leak the information
nisms of an operating system should be designed to sufiirough the computing system may increase the band-
port the principle of least ptiiege. ype enforcement is width of the leak and may decrease its traceability
an xample of a mandatory security mechanism whichcontrast, with mandatory security mechanisms, he may
may be used both to limit trusted applications to theonly leak sensitie information through aeert channels,
minimal set of prileges required for their function and which limits the bandwidth and increases accountapility
to confine the damage caused by amsuse of these if covert channels are audited.

privileges [48][28]. Furthermore, een with users who are benign and
The mandatory security mechanisms of an operateareful, the mandatory security pglimay still be sub-
ing system may be used to support security-related funeerted by flaved or malicious applications when only
tionality in applications by rigorously ensuring that discretionary mechanisms are used to enforéeThe
subsystems are unbypassable and tamperpramf. Fdistinction between flaed and malicious softave is not
example, type enforcement may be used to implemenparticularly important in this papein either case, an
assured pipelines to prde these properties. An application may dil to apply security mechanisms
assured pipeline ensures that dataifig from a desig- required by the mandatory pofi@r may use security
nated source to a designated destination must passechanisms in aay that is inconsistent with the user’
through a security-related subsystem and ensures tltent. Mandatory security mechanisms may be used to
integrity of the subsystem. Marof the security require- ensure that security mechanisms are applied as required
ments of these applications may be ensured by thend can protect the useraagst inadertent &ecution of
underlying mandatory security mechanisms of the opemntrustworthy applications. Although the user maywha
ating system. [48] carefully defined the discretionary pglitco properly

Operating system mandatory security mechanismgnplement the mandatory pofican application may
may also be used to rigorously confine an application t§hange the discretionary paficwithout the uses
a unique security domain that is strongly separated froriPProval or knavledge. In contrast, the mandatory pol-
other domains in the system. Applications may still misJCY may only be changed by the system security polic
behae, hut the resulting damage canwabe restricted administratar
to within a single security domain. This confinement In the case of personal computing systems, where
property is critical to controlling data fic in support of the user may be the system security yoadministra-
a system security polic[33]. In addition to supporting tor, mandatory security mechanisms are still helpful in
the safe eecution of untrustarthy software, confine-
ment may support functional requirements, such as an
isolated testing efironment or an insulated deop-

2. A discussion of the formal limitations of discretionary
security mechanisms appears in [29].



protecting aginst flaved or malicious softare. In the  Mach microlernel; both systems primle mechanisms
simplest case, where there is only a distinction betweefor mandatory access control and a mandatory yolic
the uses ordinary role and the usertole as system framawork.

secunty_poluy administrator the m_andato_ry se_cunty Trusted path

mechanisms can protect the useaiagt unintentional

execution of untrustaerthy software. Wth a further sub- . . .
directly interact with trusted softwe, which can only

division of the uses ordinary role into &rious roles g .
. : . be actvated by either the user or the trusted safev
based on function, mandatory security mechanisms can

confine the damage that may be caused hyeflaor and may not be imitated by other sc_ﬁtw [20]'. I_n the
. absence of a trusted path mechanism, malicious soft-
malicious softvare.

) ware may impersonate trusted scfter to the user or

Although there are a number of commercial operat-may impersonate the user to trusted safew Such
ing systems with support for mar_1datory Secumiyne  majicious softiare could potentially obtain sensdi
of these systems & become mainstream. These SyS-nsormation, perform functions on behalf of the user in
tems hae sufered from a fied notion of mandatory iojation of the useg intent, or trick the user into
security thereby limiting their marit appeal. Further-  pojiaing that a function has beernvirked without actu-
more, these systems typically lack adequate support fofiy inyoking it. In addition to supporting trusted soft-
constraining trusted applications. In order to reach e in the base system, the trusted path mechanism
wider marlet, operating systems must SUpport a moreghqiq be etensible to support the subsequent addition

general notion of mandatory security and must suppoits 1rsted applications by a system security polic
flexible configuration of mandatory policies. administrator [28].

Mainstream commercial operating systems rarely  the concept of a trusted path can be generalized to
support the principle of least piiege &ven in their dis-  jncjyde interactions lyend just those between trusted
cretionary access control architecture. Maperating  gsfiare and users. The TNI introduces the concept of a
systems only prade a distinction between a completely ysteq channel for communication between trusted soft-
privileged security domain and a completely wipri o« on diferent netvork components [44]. More gen-
leged security domain. en in Microsoft Whdows NT, o)l @ mechanism that guarantees a mutually
the priilege mechanismafls to adequately protect ,ihenticated channel, protected pathis necessary to
against malicious programs because it does not limit the <\ ;re that critical system functions are not being
privileges that a program inherits from theadking pro-  g56fed. Although a protected path mechanism for local
cess based on the trusihiness of the program [65].  communications could be constructed in application

Current microkrnel-based research operating sys-space without direct authentication support in the oper-
tems hae tended to focus on padling primitive protec-  ating system, it is preferable for an operating system to
tion mechanisms which may be used toxily  provide its avn protected path mechanism since such a
construct a highelevel security architecture. Mgrof  mechanism will be simpler to assure [59] and islijiko
these systems, such as the EluRicrolernel [23] and be more dfcient.
the Exolernel [41], use &rnel-managed capabilities as Most mainstream commercial operating systems
the underlying protection mechanism.wiwer, as dis- 46 ytterly lacking in their support for either a trusted
cussed in [59], typical capability architectures are '”adepath mechanism or a protected path mechanism.
quate for supporting mandatory access controls With icrosoft Windows NT does prade a trusted path for a
high degree of flaibility and assurance. L4 [38] pro- gmg)| set of functions such as login authentication and
vides some support for mandatory controls through tHassverd changing bt lacks support forxending the
clans and biefsmechanism and its IPC mechanism for ysteq path mechanism to other trusted applications
identifying senders and reeers hut still lacks a coher- [65]. For local communications, NT does pite serv-
ent framevork for using these mechanisms to meet theys \ith the identity of their clients; ever, it does not

requirements of a ma'mdatory polidcurthermore, L4 _ provide the serer identity to the client.
assumes that there will only be a small humber of dis-

tinct security domains [38]. Flask [56], anant of the 3 General Examples
Fluke microlernel, preides a mandatory security This section ajues that without operating system
framawork similar to that of DDS [43], a ariant of the  support for mandatory security and trusted path, appli-

A trusted path is a mechanism by which a user may



cation-space mechanisms for access control and crypperating system may be used to ensure that all accesses
tograply cannot be implemented securelfhese to the protected objects are mediated by the enforcer
arguments will then be used to reinforce the discussiomomponent.
in section 4, which analyzes concrexamples.
3.2 Cryptography

3.1 Access Control An analysis of application-space cryptographay

An application-space access control mechanisnibe decomposed into an analysis of th@dation of the
may be decomposed into an enforcer component andcayptographic mechanism and an analysis of the crypto-
decider component. When a subject attempts to accegsaphic mechanism itself. The analysis of this section
an object protected by the mechanism, the enforcetrawns from the discussions in [51][15] [60][61][55][52].
component must ioke the decider component, supply-  As an initial basis for discussion, suppose that the
ing it with the proper input parameters for the pplic cryptographic mechanism is a haate tolen that
decision, and must enforce the returned decision. Amplements the necessary cryptographic functions cor-
common gample of the required input parameters is theectly and that there is a secure means by which the
security attrilites of the subject and the object. Thecryptographic kys are established in the ok Exen in
decider component may also consult othetemal  thjs simplified case, where the confidentiality andgnte
sources in order to makhe polig decision. Br &am- ity of algorithms and dys is achiged without operat-
ple, it may use anxéernal poliy database and systém jng system support, this section will demonstrate that
information such as the current time. there are still vulnerabilities which may only bdeet

If a malicious agent can tamper withyaof the tively addressed with the features of a secure operating
components in the access control mechanism or witkystem.
ary inputs to the decision, then the malicious agent can  gpe vulnerability in this simplified case is that
subvert the access control mechanismevf the com-  jnyocation of the to&n cannot be guaranteed.yAagit-
ponents and all of the inputs are collocated within a sinpnate attempt to use the tk might not result in a call
gle file, the operating system security mechanisms arg, the tolen. The application that performs the crypto-
still relied upon to protect the irgaty of that file. As  graphic ivocation might be bypassed or modified by
discussed in the prior section, only mandatory securitynalicious applications or malicious users. Malicious
mechanisms can rigorously prde such intgrity guar-  applications might impersonate the cryptographietok
antees. to the irvoking application.

Even with strong intgrity guarantees for the pojic Mandatory security and protected path features in
decision inputs, if an authorized usevdkes malicious e operating system address this vulnerabilitgnda-
software, the malicious sofawve could change an tory security mechanisms may be used to ensure that the
object’s security attribtes or the polic database’ rules application that imokes the cryptographic tek is
without the uses knawvledge or consent. The access unbypassable and tamperproofaimgt both malicious
control mechanism requires a trusted path mechanism Upfiware and malicious users. Unbypassability could
the operating system in order to ensure that arbitraryso pe achieed by using aimline cryptographic to&n,
propagtion of access cannot occur withowplcit  \yhich is plysically interposed between the sender of the
authorization by a user data to be protected and the reeeiof the protected

If a malicious agent can impersonate the decidedata; havever, this would be less fiéble. A protected
component to the enforcer component, or if a malicioupath mechanism may be used to ensure that malicious
agent can impersonateyasource of inputs to the deci- software cannot impersonate the cryptographi@ioto
sion, then the malicious agent can\sb the mecha- the invoking application.
nism. If ary of the components orxeernal decision Misuse of the cryptographic tek is a second vul-
input sources are not collocated within a single applicanerapility in the simplified case. Misuse maydive the
tion, then the access control mechanism requires a prgse of a service, algorithm, session ey ky an unau-
tected path mechanism. thorized application. \thout operating system support

If a malicious agent can bypass the enforcer compdior identifying callers, a cryptographic tk can do lit-
nent, then it may tvially subvert the access control tle more than require that a user eat it, after which,
mechanism. Mandatory security mechanisms in thary service, algorithm, session aykauthorized for that



user may be used byyaapplication on the system. In If the assumption that the cryptographic mechanism
this case, the cryptographic @k may be misused by is confined to a single hardwe tolen is remged and
applications operating on behalf of other users or maymplemented in softare instead, the confidentiality and
be misused by malicious softwe operating on behalf of integrity of the cryptographic mechanissntode and

the authorized userFurthermore, unless the crypto- data becomes dependent on the operating system,
graphic tolen has a direct piical interbice for user including both memory protection and file protection.
activation, malicious softare can spoof the tek to the  Mandatory security is needed to rigorously ensure the
user obtain authentication information, and subse-mechanisns intggrity and confidentialitylf any exter-
guently actvate the cryptographic tek without the nal inputs, such as input parameters to a random number
users knavledge or consent. EBwn with a direct pysi-  generatarare used by the cryptographic mechanism, the
cal interfice to the useit is impractical for the crypto- input sources and the path between the input sources
graphic tolen to require user confirmation foveey  and the cryptographic mechanism must be protected
cryptographic operation. with mandatory security mechanisms.

This second vulnerability may be addressed4 Concrete Examples

through manda}tory secur;tyysted path and protected This section further demonstrates that secure oper-
path features in the operating system. A trusted path

. . . ating systems are necessary bywahg that some
mechanism oldates the need for a separateygibal . . g .
: o . widely accepted security solutions critically rely on the
interface for actiation. A protected path mechanism

. ) _ . features of secure operating systems. In particthés
permits the cryptographic tek to identify its callers . . : .
. . section @amines mobile code securityfats, the ker-
and enforce fine-grained controlseo the use of ser- - :
. . . ) beros netwrk authentication system, fivalls and net-
vices, algorithms, sessions argy& As an alternate to .
; e . . work security protocols.
having the tolken deal with fine-grained controlgey its
usage, mandatory security mechanisms may also %1 Mobile Code
used to preide such controls. & example, mandatory
security mechanisms may be used to isolate thentok
for use only by applicationsxecuted by the user who
activated the to&n. Furthermore, the mandatory secu-

rity mechamsms can reduce the risk of malicious SOft'ever, systems relying on these security solutions are vul-
ware being abl? t_o use the cryptographietolnd may nerable because of a lack of operating system support
cgnseque_ntly limit _the us_e of the trusted path mechafor security Primarily, this section will emphasize this
nism to highly sensie actions. point by focusing on &rts to secure Ja [27], hut

Hence, gen in the simplest case, the features of ather eforts will also be used to highlight issues.
secure operating system are crucial to addressing the

vulnerabilities of application-space cryptogrgpim the
remainder of this section, the assumptions of the simpli
fied case are remmed, and the additional vulnerabilities
are kamined.

A number of independently-deloped security
solutions for the \Wrld Wide Web, each with itswn
protection model, hee been deeloped to protect
against the threats from malicious mobile codewHo

The primary threat that these solutions attempt to
address is the threat of hostile mobile coaeénigg
unauthorized access to a usefiles and resources in
order to compromise confidentiality or igtéy. The
threat is not limited to interpreted applets loaded from

If the assumption that initial e¢s are securely the netvork by a web braser; both [26] and [30]
established within the tek is remwed, then there is the extend this threat model to include helper applications
additional vulnerability that the initialégs may be  which may hae been actely installed by a usefThere
obsered or modified by an unauthorized entitinless s Jittle distinction between mobile code and what is tra-
the initial keys are preided via a dedicated phical  ditionally considered data.oF example, consider that
interface to the cryptographic tek, the operating sys- Postscript documents are actually programs with poten-
tem must protect the path between the initgyl source  tjal access to the local filesystem. Consequehtyper
and the cryptographic tek and may need to protect the gpplications which operate on untrustityy data, such
initial key source itself. Mandatory security mechanismsas Postscript vigers, must either bexecuted in a less
may be used to rigorously protect the path and éye k flexible mode of operation, or must be carefully con-
source. A trusted path may be required for init@yiikg.  fined by the operating system.



The basic Ja Security Model is based on the can reduce the risk of malicious code entering the sys-
notion of “sandboxing.The system relies on the type- tem, provide some measure of trust that an applet will
safety of the language in conjunction with thevala behae properly and preide another piece of informa-
Security Manager to pvent unauthorized actions [27]. tion to use in making an access control decisiorw-Ho
Efforts are currently undeiay to add additional security ever, as with the general application-space cryptograph
features to Jda, such as capabilities, arxpanded described in section 3.2, the digital signatuesifica-
access control model, or additional controleroaccess tion mechanism depends on secure operating system
to certain class libraries [70]. features to guaranteevircation, to protect the irgety

The fundamental limitation of these approaches i€f the mechanism, and to protect the gnity of the
that none can be guaranteed to be tamperproof or unblpcally cached publicéys.
passable. & example, although the Va language is The need for an operating system trusted path
claimed to be secure, thevaavirtual Machine (JVM) mechanism was highlighted by [67] which demonstrates
will accept byte code which violates the languagethe ease with which a trojan horse applet can capture
semantics and which can lead to security violations [32]credit card numbers, PIN numbers or passis by per-
JVM implementation errors ke led to violations of the fectly emulating a winde system dialog box. The pro-
languages semantics [19]. A significant portion of the posed solution @as an ad hoc usésvel trusted path
Java system is currently in the form of netimethods mechanism which required a user to customize his dia-
which are implemented as object code and are not suleg box with a complicated graphical pattern. This solu-
ject to the JVMS type-safety checks. The JVM is not tion is not adequate as it only increases the
able to protect itself from tampering by other applica-sophistication required in the trojan horse.

tions. Finally the Jsa security model can fefr no pro- Other systems attempt to pide alternatie secu-
tection from the manother forms of malicious mobile ity solutions to the mobile code threat. The Janus sys-
code. In [30], the authors call for trusted systems to suggm [26] interposes on Solaris system calls to constrain
port a system-wide solution tddress the threats pre- ntrusted natie applications, and Safe-Tcl [49] pro-
sented by non-Ja code. vides a “safe interpreter” which attempts to limit the
Even if such problems with the JVM did notig#, = command setvailable to untrusted code. WWever, like
these security solutionsould still sufer from the fun-  the Jaa security solutions, these systems are subject to
damental limitation that tlyerely on application-space the same vulnerabilities asyanther application-space
access control for securityhey all depend on the local access control mechanism; consequertigy require
file system to preseevthe intgrity of the system code, secure operating system support.
including class files. All of the systems which store pol- Beyond enabling all of the mobile code systems
icy locally depend on file system access control to prementioned abee to function securelya secure system
sene the intgrity of the poliy files. Section 3.1  ¢ould also simplify them. Rather than implementing
demonstrated the importance of secure operating systejReir security primitres in application space whereyhe
features for supporting application-space access contrope vulnerable, thyecould utilize the system security
Another popular approach to “securing” mobile services to pnade a better werall system. A properly
code is to require digitally signed applets and lim&-e designed secure systenowd proside a fleible, eco-
cution to those originating from trusted sources [27]. Innomic foundation with one consistent security model for
fact, natve ActiveX security is based entirely on digital all of the diferent virtual machine &irts to use.
signatures, as it has no form of access control [24][27].
The basic flav with this approach is that it is an all-or 4.2 Kerberos
nothing proposition; the user cannot constrain aveati Kerberos [31][47] is a netwk authentication ser-
ActiveX control to a limited security domain. Manda- vice originally deeloped for Project Athena at MITh
tory security mechanisms in the operating system magddition to preiding an authentication service,ek
be used for this purpose, by confining thewser to a  beros supports the establishment of sességa to sup-
distinct security domain. port network confidentiality and inggity services.
Note that, although not didient by themsels, ~Dervatves of Kerberos hee been used to prae
digital signatures will play an important part in mobile authentication andely establishment services for AFS
code securityeven on secure operating systems. yrhe [64]; DCE [53], and ONC RPC [21].etberos and sys-



tems that rely on &rberos hee been suggested as a more, suppose that the clienbrkstation is a single-user
means of praiding security for the \&fld Wide Web  system which does nokpeort ary services to other sys-
[18][36][37]. tems. In spite of these assumptions, a user is still vulner-

Kerberos is based on symmetric cryptogsapith able to attacks by malicious sofive, such as mobile
a trusted ky distribution center (KDC) for each reaim. code danloaded by the user
The Kerberos KDC has access to the seopgtdf every If the malicious softwre could spoof the client-side
principal in its realm. Consequentlg compromise of authentication program to the ustren it may be able
the KDC can be -catastrophic. This is generallyto obtain a uses passwrd. Even with one-time pass-
addressed by requiring that the KDC be botpspdally  words, this attack auld permit the malicious softwe
secure and dedicated solely to running therbi€éros to act on behalf of the user during the login session. A
authentication seer [46].3 A typical ewvironment also trusted path mechanism in the clierdrikstations oper-
uses phisically-secure dedicated systems for theessrv  ating system can be used to ymet such an attack.
using Kerberos. Whout these enronmental assump- Additionally, such a trusted path mechanism in combi-
tions, the Kerberos authentication service and ther-K  nation with support for a netwk protected path can be
berized serer applications wuld require secure used to preide a trusted path between users andeserv
operating system features to rigorously ensure thgt theapplications.
are tamperproof and unbypassabler. the sak of agu- If the malicious softare can read the files used by
ment, the remainder of this section will consider thesgne kerberos client softare to store tiokts and session
ervironmental assumptions to be true and focus only OReys, then the malicious sofawe may directly imper-
the security of the clientevkstations. sonate the user to the correspondiregti€rized semr

Kerberos was designed for an @nonment where applications. Egn if the sessionegs are encapsulated
the client vorkstations and the netrk are assumed to within a hardvare cryptographic tan, the malicious
be completely untrustwthy [10][45]. However, since  software can imoke the cryptographic t@h on behalf
the softvare on the client arkstation mediates all inter- of the userexploiting the misuse vulnerability discussed
actions between its user and therlserized seer appli-  in section 3.2. Mandatory security mechanisms can be
cations, this assumption implies that therlserized used to rigorously protect either the file or the crypto-
sener applications must we all client applications as graphic tolen aginst access by malicious soéixe.
potentially malicious softare. Furthermore, adfber-
ized serer application has no means of establishing &.3 Network Security Protocols

trusted path to a user on a cliergrisstation, since that The IPSEC netark security protocols [5][3][4] are
would require trusted code on the clienbristation. | ;ged to proide authentication, intgity, and confidenti-
Thus, in a system that usesrieros, malicious sofwe ity services at the IP layéfypical implementations of
executed by a user is free to arbitrarily modify or leak ane |PSEC protocols rely on application-spaeg tkan-
users information, with no means of confinement; NOagement selrs to perform & exchanges and supply
distinctions between a usetegitimate requests and the eys for security associations. The IPSEC module in the
requests of malicious sofawe are possible. @n the  npepwork stack communicates with the locayknanage-

increasing ease with which malicious safte may beé  ment serer via upcalls to retrie the necessary infor-
introduced into a system, theekoeros evironmental  mation.

model seems untenable. As noted in [14], secure end-to-

end transactions require trusted code at both end points SSL [69)] is another netwk security protocol that
q P provides authentication, ingeity, and confidentiality

As a basis of further discussion, suppose that therggryices and a getiation service for éys and crypto-
is a base set of trusbnthy software on the clientwrk-  graphic algorithms. SSL, hever, is implemented
stations which is protected @igst tampering, Ut that entirely in application space and requires revnkl
the client vorkstation operating system still lacks mech-pogjfications. SSL has been implemented as a library
anisms for mandatory security and trusted path. Furthegp ¢ interposes on scekcalls to incorporate the SSL

protocol between the underlying transport protocol of
3. Variants of Kerberos hee been proposed that use asym-  the socket (e.g., TCP) and the application protocol (e.g.,
metric cryptograph either to reduce the cost incurred by a HTTP
penetration of the KDC or to completely eliminate the )
need for the KDC [63] [66][42][18].




Since it relies on application-space cryptogsaph through the fireall. Malicious insiders can construct
the key management segv used by IPSEC is subject to tunnels to permit outsiders to perform inbound calls
the vulnerabilities described in section 3.2 and requirethrough the firvall or may preide ways of bypassing a
mandatory security mechanisms in the operating systefirewall entirely Additionally, malicious insiders can
for adequate protection. In turn, since the protectiorexploit data leakd between users within the firall.
provided by IPSEC depends on the protection of theAlthough internal firevalls may be used to partition
keys, mandatory security mechanisms in the operatininsiders into multiple trust classes, the granularity of
system are also crucial to meeting the security requireprotection is quite limited in comparison to what can be
ments of IPSEC. Since the complete SSL implementagrovided by a secure operating system.
tion operates in application space, itis directly subjectto  The apjlity of malicious insiders to leak data
the vulnerabilities described in section 3.2 and requireghrough the firall can be confined by mandatory secu-
mandatory security mechanisms in the operating systefity mechanisms in the operating systems of the internal
for adequate protection. hosts. Lilewise, mandatory security mechanisms in the

Both IPSEC and SSL are intended toyile secure  operating systems of the internal hosts can confine out-
channels. Haever, as noted in [14], an end-to-end siders who perform inbound calls through tunnels con-
secure transaction requires a secure channel and secstricted by a malicious insider to the security domains
end points. If an attaek can penetrate one of the endin which the malicious insider is alleed to operate.
points and directly access the unprotected data, then the |, aqdition to the threat of malicious insiders, a fire-
protection preided by IPSEC and SSL is only illusory w4 is at risk from the threat of malicious sofre ee-

4.4 Firewalls cuted by benign insiders.ypically, firewalls do not

require that insiders strongly authenticate theneseto

A network firewall is a mechanism for enforcing a (he firavall in order to accesscrnal services through
trust boundary between oanetworks. The analysis of 14 firavall [40]. Hence, if a benign insidexecutes

this section is based on the discussions in [17][9][11][6] ajicious softvare on an internal host, the malicious
Commonly firewalls are used to maintain a separation
between insiders and outsiders for amgaoizations
computing resources. Internal firalls may also be
used to preide separation between féifent groups of
insiders or to prade defense-in-depth ampst outsid-
ers.

software may seek to suért the protection of the fire-
wall in the same dshion as a malicious insideAn
example of using a malicious\viapplet to enable out-
siders to penetrate a fivall is given in [40]. Een if
insiders are required to strongly authenticate theraselv
to the firavall, a benign insider may stilkecute a trojan
Modern firavall architectures typically imlve the  horse whose\@rt purpose requirescernal access; in
use of bastion hosts; in a screened subnet architectunjs case, the malicious sofive may still subert the
there may be arxéernal bastion host on a perimeter net-protection of the fir@all.
work, which is highly gposed to outsiders, and an inter-

X X ot Mandatory security mechanisms in the operating
nal bastion host on the internal netlk, which is

) ) systems of the internal hosts may be used to protect
exposed to thexernal bastion host. The security of the | qarg aginst eecution of malicious softare or to con-

bastion hosts is crucial to the security\pded by the  fine gch softare when it is eecuted. If strong authen-
firewall. To reduce risk, bastion hosts are typically dedi--ation is required prior to accessingemal services,

cated systems, only praling the minimal services mangatory security mechanisms could be used to ensure
required. Een with such minimal configuration, W& 4t only trusterthy software on the internal hosts can

in the proxy serers on the bastion host may permit pen-communicate with the strong authentication mechanism
etration. Hovever, mandatory security mechanisms in ;. ihe firgvall. In ary case, the mandatory security

the operating systems of the bastion hosts may be useth-hanisms wuld limit the ability of malicious soft-
to confine proxy seers so that penetrations are nar-

rowly limited. Similarly, the bastion host’ mandatory

. . Firewalls are also susceptible to malicious data
security mechanisms may be used to protect proxy serv- -
; . attacks [62]. Somexample malicious data attacks rele-
ers aginst tampering.

vant to firavalls are described in [68][40][16]. As with
malicious insiders and malicious soéive, mandatory
security mechanisms in the operating systems of the

ware to leak information or support inbound calls.

Firewalls provide no protection agnst malicious
insiders. Vpically, insiders can easily leak information



bastion hosts and the internal hosts may be used to coassumptions will result in residual vulnerabilities. As an
fine malicious data attacks. example, coert channels remain a serious technical
When inbound services are supported by avéite ~ challenge for secure operating system designers. These
the firavall itself cannot protect the remote systemlimitations must be understood, and suitable measures
against compromise. The remote systenoperating Must be taén to deply complementary mechanisms
system must protect amst misuse of the aled designed to compensate for such problems. In therto
inbound services and must protecty amformation ~ channel gample, auditing and detection mechanisms
acquired through the inbound serviceaigt leakage. Should be utilized to minimize the chances thatvwkmo
Mandatory security mechanisms in the remote systemchannels arexploited. In turn, these should depend on
operating system may be used tovile such protec- S€cure operating systems to protect their critical compo-
tion. Additionally mandatory security mechanisms in Nents, such as audit logs and intrusion sensors, because
the internal hoss operating system are needed to conthey are subject to the same types of vulnerabilities as

fine ary attack from a penetrated remote system. those discussed throughout this paper
When a benign insider wishes secure access to @ Summary
remote service, the finall itself cannot preide com- This paper has gued that the threats posed by the

plete protection for the use of the remote service. The,gdern computing efronment cannot be addressed
internal hoss operating system must protecat ay  \jthout secure operating systems. The critical operating
attempts by the seevto trick the client into misusing its system security features of mandatory security and
privileges, as in the case where aviBer &ecutes a trysted path ha been eplained and contrasted with the
malicious applet praded by a semr; mandatory secu- jnadequate protection mechanisms of mainstream oper-
rity mechanisms in the internal hastperating system  ating systems. This paper has identified the vulnerabili-
may be used to confine these client applications. ties that arise in application-space mechanisms for
5 System Security access control and cryptographnd has demonstrated
how mandatory security and trusted path mechanisms

No single technical security solution can yda .
o ; address these vulnerabilitie® provide a clear sense of
total system security; a proper balance of security mech-

anisms must be achvied. Each security mechanism pro- the need for these operating system features, this paper

: o . . . as analyzed concreteamples of current approaches
vides specific security functions and should be designe . . .
. : to security and has sio that the security pvided by
to only pravide those functions. It should rely on other

. . . these approaches is inadequate in the absence of such
mechanisms for support and for required security ser- . . .

. . . features. Finallythe reader @s gien a perspecte of
vices. In a secure system, the entire set of mechanisms

complement each other so thatytlwellectively provide system s_ecquty where bOth. secure operatmg systems
. . and application-space security mechanisms must com-
a complete security package. Systems tlal to . .
. . , plement each other in order to pige the correct leel
achieve this balance will be vulnerable.

) of protection.
As has been sk throughout this papea secure

. : . . By amguing that secure operating systems are indis-
operating system is an important and necessary piece t%nsable to system securitye authors hope to spa a
the total system security puzzlajthit is not the only P Y d P S

piece. A highly secure operating systemuid be insuf- renaved interest in operating system secuiitgecurity
ficient without application-specific securityili upon practitioners were to more openly ac ge their

it. Certain problems are actually better addressed bsecurlty solutiors operating system dependencies and

Lo . tate these dependencies as requirements for future
security implemented ake the operating system. One . .
. : perating systems, then the increased demand for secure
such eample is an electronic commerce system tha

) . . . operating systems auld lead to ne research and
requires a digital signature on each transaction. A appli- . . )

. ; L development in the area and ultimately to commercially
cation-space cryptographic mechanism in the transac- Lo
. . viable secure systems. In turn, thaigability of secure
tion system protected by secure operating system

features might dér the best system security solution. operating systemsmal_d enab!e security practlt_loner_s o
concentrate on security services that belong in their par-

ticular components rather than dooming them to try to
address the total security problem with no hope of suc-
cess.

No single security mechanism isdily to proside
complete protection. Unsadd technical problems,
implementation errors and Wad ewnironmental
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